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︢  

  2018  (4 פּ 9 ) אל ḭ פּ  ( ḭ ḭ ṇ

) ︡ לּ ︣ ṇ ךּ ḭ ︡ ︡ ︣Ḯ 

ךּ  (RAT) ךּ ḭ ךּ︡ ךּ

︡ ךּ ︣Ḯ ḭ ︡ ṇ ṇ ︡ ︣Ḯ 

אל ךּ ḭ ṇ ṇ ṇ ḭ ṇ ḭ ḭ

ךּ צּ טּשּ ḭ ṇ לּ ךּ וֹ ︣Ḯ ḭ

︡ ḭ Ṅ אל ṇ ︡ ךּ ךּ פּ

︡ Ḯ ḭ ךּ Ṅ צּ

ḭלּ אל ṇ TTPsḭ ︡ḭ ︡ ︡ ךּ

︣Ḯ ṇ ךּ פּ קּ ḭ צּ ︣

ṇ ḭנּ ךּ ︡ ︡ Ḯ 

 

צּ אל  

 2018 ḭ ḱ ḭ ḭ טּ

︡ ḭ ṇ ︣ צּ ︡ ךּ ︣Ḯ ךּ︡

צּ ︡ ךּ ︣Ḯ ︡ ︡ ףּ ḭ

CloudHopper ṇ 1 פּ לּ ḭ ṇ ︣ לּ

קּ ṇ צּ ︣ טּצּ ︡ ךּ ︣Ḯ

ḭ קּ לּ ḭךּ ḭ ︡

ṇ ḭ ︡ ︡ ךּ ︡ ךּ ︣Ḯ 

 

1. ṇ  

 

                                         

1 https://media.scmagazine.com/documents/292/cloud-hopper-report-final-upda_72977.pdf 
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  ḭ ḱ ︡ ךּ RAT ךּ ṇ ṇ ︣Ḯ

לּךּ צּ ךּ לּךּ ḭ ︣ ︡ ךּ

נּ ךּ ḭֿכֿכ ︡ נּ ךּ ︣Ḯ ︡ ḭ

︡ שּ אל ךּ PLEAD2 Taidoor3 צּ ︡ ךּ ︣Ḯ

ṇ ךּ ḭ צּ ḭשּ צּ אל ךּ ︣Ḯ

ḭCVE-2017-8759ּך ךּ צּ ךּ ḭ ךּ︡ צּ אל

טּ Ḯ ḭ צּ ךּ ︡ ךּ ḭצּ︣ ṇ IP

ṇ ṇ ḭC&C ￼ḭ ṇ פּ וֹ וֹ Winntiṇ 4

צּ פּ ︡ ךּ ︣Ḯ 

 

1. ṇ  

 

20184  ( ṇ ṇ ḭ ḭ ḭ ḭ ) 

Tick ( BLONZE BUTLER)ṇ ḭ ךּ  (20173

) ︡ XXMM Datper RAT5 צּ אל ︡ Ḯֿכ Tickṇ

ḭּט ךּ צּ ךּ ︡ḭ פּכֿ ︡

                                         

2 https://www.lac.co.jp/lacwatch/people/20180425_001625.html 

3 https://www.fireeye.com/blog/threat-research/2013/09/evasive-tactics-taidoor-3.html 
4 https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/20134508/winnti-more-than-just-a-game-

130410.pdf 

5 https://www.secureworks.jp/¤/media/Files/JP/Reports/Secureworks-Bronze-Butler-Report.ashx 
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RAT אל ךּ ︡ ךּ ︣Ḯ 

BlackTech ṇ ḭPLEAD RAT טּ TsCookie6 ṇ צּ אל

︡ Ḯº ºּצ Excel צּ ṇ אל ḭ

ךּ ︣ ḭTsCookie︡ ḭC&C ṇ ṇ ︡ ︣Ḯ ḭ

︡ ṇ ︡ ךּ ︣Ḯ 

Taidoor RAT לּ ṇ 3 ḭTaidoorTaleret RAT ṇ

צּ אל ךּ ︣Ḯֿכ ṇ ḭGitHub RAT ︡ ︡ḭ

RAT אל צּ ךּ ךּ ︡ ḮTrendMicroּ2017צ

︡ ṇ צ7ּ ︡ ךּ ḭ 6 GitHub

צּ ךּ ךּ ︡ Ḯֿכ ṇ ︡ ḭ ḭ צּ

ךּ ︡ ךּ ︣Ḯ 

 

אל  .2 TaidoorTaleret RATּצ אל GitHub   

 

4 ḭAPT10 ṇ RedLeaves8 טּ zark020rk RAT

ṇ צּ אל ︡ Ḯ  ºṥ6 26 ṕ ṖṦ ṡ Ṣֿפ 2.doc.docmº

Word צּ ṇ אל ḭ ךּ ︣ ḭzark020rk ︡ḭC2

ṇ ṇ ︡ ︣ḮRedLeaves כֿ טּ Ḯ ḭ

                                         

6 https://www.jpcert.or.jp/magazine/acreport-linopid.html 

7 https://blog.trendmicro.co.jp/archives/16893 

8 https://www.jpcert.or.jp/magazine/acreport-redleaves.html 
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︡ ṇ ︡ ךּ ︣Ḯ 

 

 

3. zark020 אל ףּ  

 

20185  ( ḭ ḭ ḭ ) 

︡ ONI ︣ ṇ 9

ḭAmmyy Admin RAT ṇ צּ אל ︡ Ḯ  º .docº

Word צּ ṇ אל ḭ ךּ ︣ ḭAmmyy Admin RAT

︡ḭC&C ṇ ṇ ︡ ︣Ḯֿכ ṇ אל ףּ ḭ

︡ ךּ ︣10Ḯ 

APT10 ṇ Cobalt Strike ṇ צ11ּ אל ︡ Ḯ

︡ Word צּ ṇ אל ḭ ךּ ︣

ḭCobalt Strike︡ḭC&C ṇ ṇ ︡ ︣Ḯֿכ ṇ ḭ ︡

︡ ךּ ︣Ḯ 

Tick ṇ ḭDatper RAT12 ṇ צּ אל ךּ ︣Ḯ  ¬

.ppsxº צּ ṇ אל ḭֿכ שּ ḭ  (CVE-2017-8759)

צּ אל ḭDatper RAT ṇ ︣ ṇ Ṉּצ ︡ ︣Ḯֿכ ṇ Ṉ

צּ אל ḭ אל PC Datper ṇ ︡ אל ︣Ḯֿכ ṇ

ḭ ︡ ︡ ךּ ︣Ḯ 

                                         

9 https://www.cybereason.co.jp/blog/ransomware/1830/ 

10 http://blog.macnica.net/blog/2018/05/post-bed0.html 

11 https://www.lac.co.jp/lacwatch/people/20180521_001638.html 

12 https://www.jpcert.or.jp/magazine/acreport-datper.html 
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4. Tick ṇ צּ PPSX  

 

APT10 ṇ ḭANEL RAT13 ṇ צּ אל ךּ ︣Ḯ6

︡ Word צּ ṇ אל ḭֿכ שּ ḭ  (CVE-

צּ(2017-0199 אל ḭANEL RAT ︡ ︣Ḯ ḭ ︡

︡ ︡ ךּ ︣Ḯ 

 

20186  ( ḭ ṇ ḭ ) 

APT10 ṇ ḭANEL RAT ṇ צּ קּ קּ אל ךּ ︣Ḯ

︡ Word צּ ṇ אל ḭֿכ ךּ ︣ ḭANEL 

RAT ︡ ︣Ḯ ḭ טּ ︡

︡ ךּ ︣Ḯ 

Tick ṇ ḭDatper RAT ṇ צּ קּ קּ אל ךּ ︣Ḯֿכ

ṇ ḭDatper RAT אל ךּ ḭ ḭ קּ ︡ ךּ Ḯ

C&C ṇ ṇּצ אל ךּ פּ ︡ ︡ ךּ ︣Ḯ 

 

20187  ( ) 

APT10 ṇ ḭCobalt Strike ṇ צּ קּ קּ אל ךּ ︣Ḯ

︡ ףּ ḭ ︡ ךּ ︣14Ḯ 

 

                                         

13 https://blog.trendmicro.co.jp/archives/17280 

14 http://blog.macnica.net/blog/2018/08/post-5abc.html 



2018 Ø Macnica Networks Corp. All Rights Reserved. 8 

20188  ( ) 

APT10 ṇ ḭANEL RAT ṇ צּ קּ קּ אל ךּ ︣Ḯ

ḭ ︡ ︡ 15Ḯ 

DarkHotelṇ ḭ ṇ ṇ

︣ ṇ ︡ ךּ ︣Ḯֿכ ︡

︡ Ḯ ︡ ︡ ṇ צּ אל ḭ ṇ  

(.lnk)︣ ḭ ṇ ︣ ︡ Ḯ 

 

20189  ( ḭ ḱ ḭ ) 

BlackTech ṇ ḭPLEAD RAT (TsCookie) ṇ צּ אל ךּ ︣Ḯ

︡ Excel צּ ṇ אל ḭ ךּ ︣

ḭTsCookie︡ ḭC&C ṇ ṇ ︡ ︣Ḯ ḭ ︡ ḭ

︡ ṇ ︡ ךּ ︣Ḯ 

Tick ṇ ḭDatper RAT ṇ ḭצּ

אל ךּ ︣Ḯ ︡ לּךּ ḭ ︡ צּ אל

︡ ךּ ︣Ḯ 

Winnti ṇ ḭWinnti RATḭ ṇ ṇ 16 ṇ צּ אל ךּ

︣ḮWinnti ṇ ṇ לּ כֿכḭֿצּ︣ אל RAT ṇ

ṇ צּ ṇ ︣וֹ ḭ ṇ IP Windowsṇ

ṇ ︡ ךּ טּצּ ︡ ךּ ︣Ḯ כḭֿצּ ṇ

ךּ טּצּ ︡ ךּ ︣Ḯ 

 

 

 

 

 

 

 

 

 

  

                                         

15 https://www.fireeye.com/blog/jp-threat-research/2018/09/apt10-targeting-japanese-corporations-using-updated-ttps.html 

16 https://www.jpcert.or.jp/present/2018/JSAC2018_09_yanagishita-takeuchi.pdf 
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TTPsRATךּ︡  

כֿכֿ  ḭ אל ךּ אל ךּ ךּ ךּ ḭ

︡ שּ︡ ︡ ︣Ḯ 

 

 Taidoor (Taidoor/Taleret/Yalink) 

 2018 ḭ GitHub ḭTaidoor/Taleret/Yarink RATּצ אל

︡ אל ךּ ︣ ( . 2 )Ḯּט ︡ צּ ḭ ṇ

ךּ ︡ ךּ ︣Ḯ ︣ ḭ ︡ אל ךּ ︡ Ḯ 1

︡ ḭּט ךּ ךּ Yalink וֹ RAT ︡ 062.txt 

(SHA256:806bd87b2f78b4f143b9f117c7d7aaa2caf1d20fcc79d495ad5d92d81598e602) ︡ ︣Ḯ 

 

5. 062.txt  

 

062.txtḭbase64 ṇ אל Powershell ḭ ṇ לּ ḭPowershell

︣ḮPowershell ḭ RAT ṇ base64 ṇ

︡ ḭXOR 0x17︡ ︣ שּ ךּ ︣Ḯ 

 

6. 062.txtṇ ︡ PowershellRAT  
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כֿ Powershellּש ḭRAT PC ￼ḭPowershell RAT

אל ︡ ︣Ḯ ḭTaidoorTaleret︢ אל

︡ אל ךּ ︣Ḯ 

 

7. PowershellRATּצ ︣  

 

אל RAT ︣ ḭCOM ṇ DLL  (SHA256: 

3d573159e9c0cd0c2d7e5c778eab94b952846f82704ef446537e8c94a28326ac)ּצ ︣Ḯֿכ DLL

ḭ32bitDLLḭFri Nov 24 21:53:08 2017 Visual Studio 2014אל

Yalink RAT ( כֿ צּ ךּ טּ ) ︣ḮYalinkּצ אל ḭ

ṇ ṇḭ ḭ ṇ ṇ ḭ ︡ḭ תּ ḭ ṇ

︡ ︣Ḯ ṇ ḭV1.0ḭ V1.1 ךּ ︣Ḯֿכ Yalink

ḭ ṇ IDḭC2 ṇ ṇ (google_service[.]ns01[.]us) ḭ ṇ ṇ ︣

 (IP צּ( ךּ ︣Ḯ 

 

8. Yalink C2  
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ṇ ךּףּ ḭ1 RATּט TaidoorTaleret

ṕ ṇ Ṗ ︣ ︡ ףּ ḭYalink כֿ 2 RAT ךּ

פּ נּ ︣ḮYalinkḭC&C ṇ ṇּפ ḭ לּ ךּ ︣Ḯ 

  

קּ 21  

14  

17  

19  

15  

קּ 12  

4  

10  

8  

 0  

31 Config ṇ  

33 Config  

34 Config  

30  

2. Yalink  

 

Yalink︡ ḭ אל ךּ Taidoor/Taleretאל ךּ ḭּט

ךּ RATךּ טּ ḭ ︣ פּ ḭ פֿ וֹ

ךּ ︣Ḯ 
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ANEL 2 RAT  

 20186 ḭ ︡ Word צּ ḭ ︣

ḭcertutil esentutl ︡ ḭ

NizhniNovgorod.exe 

(SHA256:0937ff236d384cc42ec0a2402d6652b960f120f2472fa2be2f2429f3304cdefb) ḭAtokLib.dll

(SHA256: bc82c2c25d6436c111b9ddfc676c88ed187b4557c367bc84303dcf1ca659a8d2)ּצ

ṇ אל ︣Ḯ ḭ ṇ פּ Javascriptṇ Koadic RATּ1צ RAT

︡ ︡ḭ ANEL2 RAT︡ אל ךּ ︡ Ḯ ḭ ṇ Office

פּ ṇ אל לּ צּ אל ךּ ︣Ḯ 

 

9. ANEL ṇ ︣ Office  

 

ḭּף ︡ ︡ ︡ WORDּצ ךּ

︣Ḯ 

 

ףּ .10  

 

NizhniNovgorod.exeּצ אל ḭ NizhniNovgorod.exeּצ אל ḭ

PC ︣ לּ ṇּצ אל ︣Ḯ 

HKEY_USERS<account>SoftwareMicrosoftWindowsCurrentVersionRun 

 

NizhniNovgorod.exeḭAtokLib.dllṇ ︡ ︡ ḭAtokLib.dllצּ︣

aoeuoliwusevrmhacּלּך DLL ︡ ṇ ḱ ︡ ︣Ḯaoeuoliwusevrmhacḭ

lena_http_dll.dllּלּך אל DLL ḭֿכ DLL אל ︡ ANEL
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LENA ךּ ︣ḮFireEyeḭUPPERCUT13 לּךּ ךּ ︣Ḯ2018

6 אל ANEL ṇ ḭ5.3.1︡ Ḯֿכ ANEL5.3.1ḭ 4 URL

C2 ṇ ṇ ︡ ךּ ︣Ḯ 

http://142[.]147[.]97[.]94 

http://82[.]221[.]100[.]52 

http://www[.]sesbulmes[.]org 

http://139[.]59[.]43[.]246 

 

ANEL ḭFireEye ףּ ḭRAT︡ ṇ ḭ ṇ ḭ

טּצּ ︣ḮC&C ︡ ḭtasklistḭsysteminfo net

צּ אל ךּ ︣Ḯ 

 

11. ANEL5.3.1  

 

כֿ ḭANEL5.3.1 ︣ ḭ ṇ ANEL 5.3.2 ךּ

︣ḮANEL5.3.1ḭC:IntelLogs ︡ḭC&Cּפ ṇ ︡ IntelUSB3.vbsḭ

IntelUSB3.xml2 ︡ ︣ḮIntelUSB3.vbsḭVBScript ḭ

ḭMicrosoft .NETmsbuild.exe ḭIntelUSB3.xml ( C# ṇ )

ḭ ︡ ︣ḮC# ṇ ḭBase64 ṇ אל ANEL5.3.2ּצ ︡ ︣Ḯֿכ

ṇ ︡ ḭWindowsdllhost.exe ṇ ︡ אל ︣Ḯ 
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12. IntelUSB3.xmlC# ṇ   

 

כֿ ANEL5.3.2ḭ C&C ṇ ṇ ךּ ︣Ḯ 

http://ww3[.]lflink[.]com/VCtlz 

http://www[.]bbist[.]com/SgOr1q3g 

︡ ︡ ךּ ḭ191[.]101[.]180[.]72:80︡ Ḯ 

 

5.3.1 ḭ5.3.2 ︣ ṇ ︡ פּ ḭ

ךּ ṇ ︣ לּ טּצּ ︣Ḯ ḭ

︡ ḭ ṇ קּ RAR ︡ ṇ ︡ ךּ ︣Ḯ ︡

ṇ ḭOffice ḭנּ (jtd) ︡ ךּ פּ ḭ

︣ שּ נּלּ ךּ ︡ ךּ ︣Ḯ 

 

13. EDR ︡  
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14.  
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DarkHotel ṇ 

 20188 ṇ ︡  ¬business oriented study tour to 

North Koreaº צּ אל ︡ Ḯֿכ ṇ ḭ צּ ḭ 1 צּ ṇ

 (lnk) http://www.<redacted>[.]jp/revengesniper_0711/spec.txtאל

︣ ︡ Ḯ 

 

15. Lnk lnk_parser_cmd ︡  

 

כֿ spec.txtḭ help.txtjavascript︣ HTML ︡ Ḯhelp.txt

שּ אל javascriptWindows ︡ḭ32bit64bit

ṇ ︡ḭ פּ .db 2 DLL ︡ ︣Ḯ 

ṇ Ḳ 

32bit: http://www.<redacted>[.]jp/acefigure072/ace32.bmp  

64bit: http://www.<redacted>[.]jp/acefigure072/ace32.bmp  

 

אל DLL  (32bit)Ḳ 

C:Users<UserName>AppDataRoamingMicrosoftProtect1.0qmgj.db  

(SHA256: 4906853112b942327656e22bc074c06d5807b47df49bcb7e31a52e7f754b0800) 

C:Users<UserName>AppDataRoamingMicrosoftProtect1.0scrobi.db 

(SHA256: de07bd770a6c3b8c428dbf8a092cb90bb5ffe3f7f62801756febbd7984824c3a) 

 

אל DLL  (64bit)Ḳ 

C:Users<UserName>AppDataRoamingMicrosoftProtect1.0qmgj.db  

(SHA256: 6fa2e12d00f84b955aa187f8e010e29cb9ffe2a96028cee9decd5144302c3192) 

C:Users<UserName>AppDataRoamingMicrosoftProtect1.0scrobi.db 

(SHA256: 9a96bde527cc0061d67825c629024ea40f9bb999956a83eff930d3591d5d4476) 
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Javascriptḭqmgj.db ḭInProcServer︡ ︣ לּ אל

︣Ḯ 

 

16. InProcServer︡ אל ṇ 

 

 qmgj.db ḭ PC אל ḭscrobi.dbṇ ︣ ︡ ṇ ṇ

︣Ḯscrobe.db ḭDllMain()ּפ ︡ ︣Ḯ 2 צּ ḭ1

ḭAES רּ ︡ ︡ ︣Ḯ2 ḭ

︡ ︣Ḯ ḭWaitForSingleObject()אל ךּ

︣Ḯ 

 

17. scrobi.db DllMain() 2  

 

  

#1 User-Agent: check ḭhttp://www.msn.com︡ךּ ︣Ḯ 

︡ ḭ30 Sleep()︡ ︣ כֿ ︡

︣Ḯ ︣ ḭSetEvent()ּר ︡ ︣Ḯ 

#2 ṇ ḭUuidCreateSequential() UUID ︡

︣ 

#3 User-Agent: myagent ḭךּ

http://c[.]statcounter[.]com/11759459/0/2b564fc0/0/︡ ︣Ḯ 

C:Users<UserName>AppDataRoamingMicrosoftWindowsThemes1.0m

svsmons.log ︡ ︣Ḯ 






















