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http://blog.macnica.net/blog/2019/04/oceanlotus -218a.html
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https://attack.mitre.org/groups/G0050/
https://www.reuters.com/article/us -vietnam -security -cyber/vietnam -unveils -10000 -strong -cyber -unit - to -combat -wrong -views -idUSKBN1 EK0XN

https://www.fireeye.com/blog/threat - research/2017/05/cyber -espionage -apt32.html
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https://www.bloomberg.com/news/articles/2019 -03-20/vietnam -tied -hackers - target -auto - industry - firms - fireeye -says
https://jp.reuters.com/article/vingroup -vietnam -autos - idJPKCN1MF04V
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CV (Curriculum Vitae) ṇ צּ ךּ

שּ פּ צּ ṇ אל ( צּ (ךּ

Template Injection שּ WORD
XML אל URL ( ) ṇ

︣ טּ ṇ צּ אל

ḱ ḭ צּ ךּ ךּ אל Ḯךּ
ḱ ḭ צּ ךּ HTTPS ṇ ︣ ṇ ṇ ךּ︡
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Cobalt Strike
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msohtml.log

msohtml.exe(wscript.exe)
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powershell

wmic

net user / view / use 

netstat

ipconfig

dir / del / type / 

findstr
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V ṇ

V אל (Indicator)
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V EDR
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V טּ ṇ ḭ אל ︣

V ḱTemplate Injection ḭHTTPS
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Indicator/ Yara

Indicator

824a5d74bf78481fe935670bf1ea3797ebc210181e6ffe0ee5854d61cf59b2a1

microsoftclick[.]com

namshionline[.]com

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; Trident/4.0)

847d0fa2e12a1d0f1a68abad269b5e0aebc2bd904bb695067af08703982ae929

background.ristians[.]com:8888

enum.arkoorr[.]com:8531

worker.baraeme[.]com:8888

enum.arkoorr[.]com:8888

worker.baraeme[.]com:8531

plan.evillese[.]com:8531

background.ristians[.]com:8531

plan.evillese[.]com:8888

8526f10b50ec4deb70e7da7a4e693ed04e6a8e332f891c8a84e3783aaad13ad9

53efaac9244c24fab58216a907783748d48cb32dbdc2f1f6fb672bd49f12be4c

358df9aba78cf53e38c2a03c213c31ba8735e3936f9ac2c4a05cfb92ec1b2396

https://outlook.updateoffices[.]net/vean32.png
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Mpression Cyber Security Service

TEL: 045 -476 -2010

E-mailḲsec-service@cs.macnica.net

AddressḲẒ222 -8562 1-5-5
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